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Overview of Mesh Networks




What is a Mesh Network?

A Qollection of overlapping nodes in a mesh topology
I Each node can route traffic via adjacent nodes

A Seltdiscovering, sel€onfiguring, sethealing

I Meshforms and adaptautomatically
A Dynamically adjusts to changing resources

I Routing protocols enable automatic
reconfiguration as nodes join or leave the mesh




Nodes in a Wireless Mesh Network

|l n a wlireless mesh net woi

A Links to any other node it can hear on the network

A Builds a routing table to track which nodes are
currently connected to the mesh (and hoto)
enable routing messages through theesh

A Can connect to a resource (internet, video camera,
server, etc.) allowing all nodes to have access to the
same asset



802.11: Part 15 vs Part 97




IEEE 802.11b/g vs. 2.4 GHz Spectrum

802.11b/g (13 cm)
Channel Center Frequency FCC Regulations

-1 2402MHz Part 97

0 2407MHz Part 97

1 2412MHz Part 97 &15

2 2417MHz Part 97 &15 _

3 2422MHz Part 97 &15 g

4 2427MHz Part 97 &15 S

5 2432MHz Part 97 &15 &

6 243 7MHz Part 97 &15

14 2484 MHz Part 15 (88 . |

http://en.wikipedia.org/wiki/Highspeed_multimedia_radio . | % g% e % |
Sk (85| |
g || & 2L

802.11b- DSSS 22 MHz BW-11 MB/sec ‘ ,
802.11g/n- OFDM-20 MHz BW-54 MB/sec

Part 15—'802.11b/g

7



IEEE 802.113a vs. 5.8 GHz Spectrum

Channel Center Frequency FCC Regulations

132 5.660 GHz Part 97

136 5.680 GHz Part 97 w2 oB § §
140 5.700 GHz Part 97

149 5.745 GHz Part 97 & Part 15 =

153 5.765 GHz Part 97 & Part 15 =

157 5.785 GHz Part 97 & Part 15 N

161 5.805 GHz Part 97 & Part 15 2

165 5.825 GHz Part 97 & Part 15 2
169  5.845 GHz Part 97 1 ki
173 5.865 GHz Part 97 o3 .
177 5.885 GHz Part 97 B <
180 5.905GHz Part97 -

http://en.wikipedia.org/wiki/Highspeed_multimedia_radio

RADIOLOCATION

RADIOLOCATION
RADIOLOCATION
RADIOLOCATION

RADIOLOCATION

802.11a- OFDM-20 MHz BW-54 MB/sec

Part 1l 802.11a s



Power Limits: Part 15 vs Part 97

Part 15 regulations

I Maximum a
1 watt (+300

I Maximum a

lowable transmittepower output:
Bm)

lowable EIRP: 4 watts (+H&m) for

Point to Multipoint

Part97 regulations
I Maximum allowabldransmitter power output

ranges from

10 watts/+4@Bm(802.11b DSSS) to

1500 watts/~+621Bm(802.11a/g/n OFDM)

I No EIRRimit



Mesh Networking in Amateur Radio
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What is it All About?

A Amateur radio utilization of mesh networking

A 802.11a/g/b/n performance on amateur radio
frequencies

A Extensive range of practical applications that can be
brought to bear in experimental, public service, or
fun settings

AChampions the
(COTS) equipment
I Linksys WRT54GL
I Raspberry Pi
I Ubiquitiaccess points
I Others

Putting High Speed
Multimedia to Work

11
July 2013 QST



Practical Applications
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Amateur Radio Applications

Numerous potential applications would be enabled
within our very own Amateur Radio spectrum,
iIncluding:

A Email

A Keyboard chatting

A Filetransfers

A Streaming video

A Voice over IP (VoIP)

A Web applications

A Improved public service/ARES communications

A D-RATS functionality (chatting, form transmission, file transfer,
etc.)

A Repeater control, linking, and administration
A Experimentation and technology development

Anything you might do via your home computer on your home network (within the
bounds of FCC Part 97 regulations, since this is being done via ham radio spectrum)



Hardware
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Linksys WRT54GL

A Repurposed home router

A Inexpensive ($25 on Ebay) and readily
available

A“ St ock” 7TBRmW-Bomnr (
A 12VDC Power

A Modified Firmware
i BroadbandHamnetM
I NW-MESH
I OpenWRT
I DDWRT




Raspberry Pi

A Inexpensive
i $35 Raspberry Pi computer
I $10Wifi adapter
A Power 25 mW and up) depending oWiFiadapter
A MESH network software options
i HSMMPI
I OpenWRT
i DDWRT
I OSLR
A Can be simultaneously used for other applications
since this is an actual computer, not just a router
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Ubiquiti Bullet and Nano station

A $75 and up
A“ St oc k "250mwand ap) (
A Modified Firmware i
I BroadbandHamnetM
I NW-MESH
I OpenWRT
I DDWRT
I OSLR
A 2.4, 3.3, 5 GHz amateur bands

B o) e e b



Laptop running Ubuntu Linux

A Modified Software

I HSMMPI
A 2.4, 3.3, 5 GHz amateur bands
A Mesh nodeandwork station
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Firmware Types
NW-MESH
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NW-MESH: Overview

A Originated 2012 in South King County, Washington
A Ad-hoc group-no centralized leadership

A Developed to fill gap of interoperability with a variety of
access point hardware

A Current focus on deploying the late8penWRTirmware on
multiple platforms such algbiquiti, TRLink,RaspberryRi
MikroTik and similadevices

I Everythingsupported byOpenWRT
I http://wiki.openwrt.org/toh/start

I Hundreds of devices including boards which allow running multiple
radios on multiple bands

A CHANGEME builds

I Requireschanging4é parameters | abel ed
fully functioning mesh node

I Ubiquiti BulletM2HP, WRT54G (Backfiahers



http://wiki.openwrt.org/toh/start

NW-MESH Screens

(0

Cverview | Firewall Routes  System Log  KernelLog  Processes  Realime Graphs  OLSR
Status
B T [ B e e
Router Name KYOK-2M210

Router Mode|
Firmwvare Version
Kernel Version
Local Time

Uptime

Load Average

Ubiquiti Bullet M

OpenWrt Attitude Adjustment 12.09-beta / LuCl Trunk (trunk+svnS220)

3.3.8

Thu Oct 11 20:35:56 2012
20h 56m 40s

0.06, 0.12, 0.14

Total Available
Free
Cached

Bufferad

13344 kB ( 23344 kB [45%)

3740 KB / 29344 KB [12%]

8212 kB j 29344 kB (270

1392 kB / 29344 kB [4%)

- Network

IPv4 WAN Status

Type: static
= Address: 191.168.137.37
= Netmask: 155.255.295.0
brian gateway: 192.168.137.1
Connected: 20N 56m 275

il 20:AA:4B:48:7F:DB

Active Connections 54/ 16384 ((%)
~ DHCP Leasas
Hostname IPvi-Address MAC-Address Leasetime remaining
There are no active leases.
o YR --nreveomensmsm mmmmrssesssmsisensmis i
Generic 802.11bgn Wireless Controller (radio0) SSID: [W-MESH
Mode: Ad-Hoo
&  Channel: & (2437 GHz)
100% Bitrate: 1 Mbils
BSSID: 0G:87:48:70:75:FO
Encryption: -
Associated Stations
WA Ruuresy TRETNUTR STgTTaT NoTSE RX Rate TX Rate
Ad-Hoc "MW- -6 dBm 85 dBm 1.0 Mbit/s, MCS 0, 20MHz
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NW-MESH: The Future

A Platform for development, new ideas, and experimentation
I What will YOU do with it?

A Already Demonstrated
I Adding new applications
I Pointto-Point links on multiple bands
I VLAN support for moving over servagency L2 network
I RouterboardgMikrotik) brought up to support multiband and other
development
A Under Consideration

I Babel-a much more bandwidth conservative routing protocol.
Important for constrained links (56K+)

I Multicast content distribution (likely NORM based)
I USENET news network



Firmware Types
Broadband HamNet™

23



Broadband Hamnet™: Overview

A Widely used world wide

A Self discovering, configuringgvertising, faultolerant

A Fully supported on the web and by users

A All users on current firmware are interoperable

A Clicknavigation reaches a netwodevicesor service

A Built in configuration and aiming tools

A Internal system statupages

A Automatic IP addressssignmenthroughout

A Nothingto load on computer, web browser runs it

A Backto back LAN connection joins and routes multiple bands
A 2.4and 5.8 GHz active now, 3.4 GHz and 900MHz in beta



Broadband Hamnet™: Hardware

A inksys WRT54G (hardware versions 1 through 4)

Ainksys WRT54GL (all hardware versions)
ARocket M2

ABullet M2 HP

AAIrGridM2 HP

ANanoStatiorioco M2 (NSM?2)

ANanoStatiorM2 (NSM2)

AOther makes/models as noted on BBHN website



Broadband Hamnet™ status page

AESCA-NSLM2-170-237-31

Help Refresh

WiFi address
LAN address

WAN address

default gateway

7 Mesh Statusi 7OLSR Status

10.170.237.31 /8
fe80::26a4:3cff'feaaedIf Link

172.27.0.1 /24
fe80::26a4:3cfffeabedif Link
none
fe80::26a4:3cfffeabedIf Link
10.24.148.228
AESCA-GL-24-148-228

Signal/Noise/Ratio

firmware version
configuration

system time

uptime
load average

free space

| WiFi Scan

 Setup Night Mode

-31/-94/63 dB | Auto

1.12
mesh

Mon Jul 14 2014
03:23:50 UTC
2 days, 14:27
0.00,0.01, 0.04
flash = 3468 KB

‘tmp = 14496 KB
memory = 7600 KB
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Broadband Hamnet™: The Future

A Full support for current hardware on 2.4, 3.4, &Biz and 900
MHz

A Extend supported device list in these bands

A More configuration screens to create common services

A Click and configure to create VPN tunhest/client

A More FAQ content and downloadable reference docs

A More YouTube videos for training

A Webinars on using Broadbaftithmnetwith served agencies



Firmware Types
HSMM-Pi
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HSMM-Pi: Overview

A Mesh networking with the Ubuntu 12.04 Lindistribution

A Targeted at the lowcost Raspberry Pi singbmard computer
powered by 5V @ 1 Amp

A The Raspberry Piis equipped with a 700 MHz ARM processo
and 512 MB of RAM, creating many possible applications for
single HSMMPI board beyond just mesh networking.

A The HSMMPI project consists of the following:

I Installation script that installs the software packages necessary to run
a mesh node

I PHPbased web application for configuration & monitoring



HSMM-Pi: Hardware
A Raspberry Pi Models A or B (recommended, has 10/100
Ethernet port) ($35)
A 4GB SD card ($5)
A USBWiFiAdapter (see website for model recommendations)
(~$12)
A Extras:
I Simple housing
I Ethernet Cable and Switch to connect other computers to the mesh



Do o Do Do o Do Do D»

HSMM-Pi: Features

Runs on lowcost, opensource hardwarandsoftware

Interoperable with some versions of Broadbaddmnetmesh networking
platform

Supports porforwarding to hosts behind the mesh node

WiFisite-survey shows neighboring wireless networks, allowing for
optimal channel selection

Supports USB GPS recei vgpsdserviceo mp a't

GPS signal can be used as a time source for the mesh node, and the nod
lat/lon are broadcast through the mesh netwaqpkriodically

Allows for neatrealtimetracking of mesh node positions on an annotated
Bing Maps display (requires internet connecjion

Some USBViFiadapters support removable antennashichprovides the
opportunity to use higkgain antennas and amplifiers.



HSMM-Pi web status page

8e06 HSMM-Fi: Status "
3 HSMM-Pi: Status Lt
{;{;} 192.168.1.80/hsmm-pi /index.php e [ (B~ coogle Q' |z| |£| 8- [ -

HSMM-Pi

Status e

Neighboring Mesh Nodes Mesh Services
Hostname IP Address Link Quality Service
KKBDCI-2.local.mesh 10.73.49.9 100% MacMini SSH

PPC Mac S5H
KKBDCI-5.local.mesh @ 10.201.5.5 100%
KKEDCI-4.local.mesh 10.201.5.4 100%
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HSMM-Pi web status page

e 00 HSMM-Pi: Status !
HSMM-Pi: Status u + |

L;( ) @ 192.168.1.80/hsmm-pi/status e [ (B~ coogle Q |z_| IEI (B~ (-]
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HSMM-Pi: The Future

A Supportfor USB NetworAttached Storage (NAS) fishares

A Anembedded IRC chat server (would be useful for EOC
communication)

A Support multiple radios on separate channels on a single
Raspberry Pi node (one radio for mesh, another for a local
WiFinetwork at the edgé

A Add annotations to GPS map view indicating which mesh
nodes are in range and sigrsiifength



Antennas
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Antennas

The most important component of .
any communication system.

vvvvvvvv

-
g

|

Yagi antenna {

TLLANT2409B Parabolic antenna |

14 dBigain TPLINKTLI:ANT2424B f

24 dBigain E

Vertical antenna
TPLINKTI-ANT2415D
15dBigain
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Homebrew Antennas

PringlesCantenna Biquad feed andSSlish
~7dBigain ~27-31dBigain
(Spicy Cajun model required)
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Systems Engineering Considerations

YYYYY
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Systems Engineering Considerations

A Band of operation
T Ambient RF noise level
T Path loss

A Distance between links and obstructions

I Online link analysis tool: Radwobile Online
(http:// www.cplus.org/rmw/rmonline.html)

A Antenna polarization

A Link margin

A Bandwidth limitations
A Number of node hops
A Hardware reliability



For More Information...
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For More Information...

A Firmware specific
I NW-MESH
A https://groups.yahoo.com/neo/groups/N\AME SH/info

I BroadbandHamnef™
A http://www.broadband-hamnet.org

T HSMMPI
A https://www.github.com/urlgrey/hsmmpi

A General inquiries
I Googl e “"mesh networking am

I Orfeelf ree t o contact us ...
A Brian Mileshosky N5ZG@ibzgt@arrl.net
A Ed James KASIMNESimw@arrl.net



https://groups.yahoo.com/neo/groups/NW-MESH/info
https://groups.yahoo.com/neo/groups/NW-MESH/info
https://groups.yahoo.com/neo/groups/NW-MESH/info
https://groups.yahoo.com/neo/groups/NW-MESH/info
http://www.broadband-hamnet.org/
http://www.broadband-hamnet.org/
http://www.broadband-hamnet.org/
http://www.broadband-hamnet.org/
https://www.github.com/urlgrey/hsmm-pi
https://www.github.com/urlgrey/hsmm-pi
https://www.github.com/urlgrey/hsmm-pi
https://www.github.com/urlgrey/hsmm-pi
mailto:n5zgt@arrl.net
mailto:ka8jmw@arrl.net

Questions?
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Speaker Bio

BrianMileshosky N5ZGT was first licensed at the age of
12 in 1992Nearly 25 years lateham radio is just as
exciting now as it was when that highly anticipated
envelope from the FCC with his ticket arrived in the mail.
Brian is active on the air between 80 meters and 10 GHz
chasing DX, contesting, experimenting with novel
technologies, assisting with public service
communications, and mentoring new hams who seek the
thrill of ham radio. Brian has served in numerous club
and ham convention leadership positions and has sat on
ARRL's Board since 2005, currently serving League
members as Director of the Rocky Mountain Division
(composed of the Colorado, New Mexico, Utah and
Wyoming sections). Professionally, Brian is an
RF/microwave engineer engaged@search,
development, and fieldingf RF systems and applications
from UHF through 30 GHRriancan be reached via
email n5zgt@arrl.net
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Speaker Bio

EdJames, KASJMW of Albuquerque, NM is originally
from Canton, OH where he was licensed over thirty five
years ago. Since then, Ed has savored from the broad
palette that amateur radio offers. Activities have
Included the design and fabrication of various projects
from DC to daylight, QRP, net operations, traffic
handling, rag chewing, contesting, DX, transmitter
hunting, Search and Rescue, public service, satellites,
EME and as aglmerto many a new ham. The thrill of
that first QSO hasn't diminished. He has o3@1years

of service as an electrical engineer leading space based
and defense projects at Sandia National Laboratories.
Ed, his wife Carol and their five daughters are all active
amateur radio operators. Ed is an Assistant Section
Manager for the ARRL New Mexico Sectod

Assi stant Director of ARR
andcan be reached via email at ka8ymw@arrl.net
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